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CN Network Across Canada and US




Mythical View of PTC

4 Standardized Segments: Back Office, Onboard, Wayside, Communication

Office Segment _
[ Dispatch J Foreign RailRoads

[ MIS J Waysides

Locomotives

Communications ':33:-:;._
Segment

Radi

Locomotive Onboard Wayside Segment

Segment
WMS

WIU WIU
oo )

But PTC is NOT a “snap-on” environment
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PTC Also Has Several Layers of Complexity

Corporate

Rail Traffic
Control

PTC Back Office ITC Messaging

Base

Locomotive Station

Wayside

-

RN

PTC Operational Systems

el

-

-

PTC Messaging Systems

—

Data Integration Systems

Support Systems

cA BB L Lo

lllustrative examples — not all systems shown in each layer

PTC has several layers of systems that MUST function on an end-to-end basis (i.e. not single standalone system)




System-of-Systems Context

CN Operational
Context

CN Systems
Context Analysis
Boundary

Program will analyse
items inside this
boundary with PTC

CN System-of-Systems
Context*

and links to systems
within PTC PTC System PTC Safety Plan
Boundary
Back Office Locomotive Wayside Program will use but
Segment Segment Segment not change safety
BOS analysis inside this
boundary
IC3 (TBA)
Communication Segment
Cellular [virea
Tom WSRS Hazard Analysis
Event Incorporates, but is
] Recorder broader than I-ETMS
CN Operational Context Hazard Log

Analysis Boundary
Program will analyse
operational tasks, actors
that interact with PTC and
CN Systems (with links to
PTC)
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PTC Story and Safety

Formal multi layer
organization with tens of
bureaucratic procedures and
complicated chain of
command, data lag and slow
learner
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organization with tens of
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PTC Story and Safety

SMS comes into the picture to
change the dynamic to
proactive, performance based
approach.

Organization still suffers from
the weak bureaucratic
communication system

Formal multi layer
organization with tens of
bureaucratic procedures and
complicated chain of
command, data lag and slow
learner
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PTC Story and Safety

SMS comes into the picture to
change the dynamic to
proactive, performance based
approach.

Organization still suffers from
the weak bureaucratic
communication system

o

Formal multi layer
organization with tens of
bureaucratic procedures and
complicated chain of
command, data lag and slow
learner

CORE TECHNOLOGY
Is this piece of
technology safe in its
design and coherent with
the needs to solve the

? targeted accident?

33



PTC Story and Safety

SMS comes into the picture to
change the dynamic to
proactive, performance based
approach.

Organization still suffers from
the weak bureaucratic
communication system

e

Formal multi layer
organization with tens of
bureaucratic procedures and
complicated chain of
command, data lag and slow
learner

CORE TECHNOLOGY

Is this piece of
technology safe in its
design and coherent with
the needs to solve the
targeted accident?

Total Technology
Absorption:

PTC can provide a good
platform for monitoring
CN broad safety risk
model. This portion
actually plays like a new
neural network for the CN
in corporate level

34




Operational Safety Risk Model
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Operational Safety Risk Model Guides Us to PTC
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Operational Safety Risk Model + PTC Core Technology
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Operational Safety Risk Model + PTC Total Technology Absorption
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Operational Safety Risk Model + Total Integration Beyond PTC
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Operational Safety Risk Model + Total Integration Beyond PTC




Operational Safety Risk Model - Total Integrated Safety Risk Model




SMS Evolution

Maturity

A

Compliance Oriented

Mainly inspection
and random risk
assessment, risk
model is subjective,
and with no shared
perception

Risk Oriented(Basic)
High Level Qualitative
Risk model, safety
processes and
procedures are not
well connected to the
risk model and
tracing measures
effectiveness is
almost impossible

Risk Oriented
(Advanced)
Quantitative
approach to risk and
modeling in more
detail is possible,
safety argument
paradigm and
corporate-function
discussion spectrum
got shaped, safety
neural network
independent from
the hierarchy is
partially established,
measures
effectiveness analysis
is in a better state

Performance Oriented
(Basic)

Cross correlation
between qualitative
operational risk
models and PTC neural
network is
undergoing. Still many
trial and error
processes take place,
but stronger backbone
for sharing the
feedbacks makes
lesson learning
process much easier,
risk brings better roles
and responsibilities
defining framework,
communication will be
more transparent and
result oriented

Performance Oriented

(Advanced)

Shared perception of
safety and transparent
communication
support constructive
safety culture, and
effectiveness analysis
is in a very mature
shape. All the safety
failures in different
organization functions
are mapped and
watchdogs for
monitoring their trend
are in place, roles,
responsibilities and
criticality are clear.
Simulation and
advanced modelling
supports decision
making and lessens
trial and error

v

Time



Summary

CN plans to take
advantage of it as

PTC was thought as

the main
Transformation
Tool

a specific Safety
Mitigation




System Assurance and RAMS Engineering



equipment/system, and

R

Reliability

The duration or
probability that a
given item will
perform its intended
function for a given
period of time under
specific conditions
and environment
without failure.

435

RAMS is :

* A set of non-functional requirements of an

A
Availability

Probability that an
equipment will be in
its available
operation state at
start of a mission.

\Y

Maintainability

Probability that a
failed equipment will
be restored to its
normal operable
state within a given
timeframe, using
prescribe practices
and procedures.

)

Safety

Freedom from those
conditions that can
cause death, injury,
occupational illness,
damage to or loss of
equipment or
property, or damage
to the environment.
(MIL-STD-882D)
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System Assurance Techniques

FS D C T&C DLP
Preliminary hazard analysis 0 I/O
Preliminary RAM analysis 0 I/O
System Assurance Plan O
Hazard management: hazard analysis, review, control, and O
monitoring

Functional block diagram

Failure modes, effects, and criticality analysis

Reliahility block diagram

RAM modeling, allocations, and predictions

Fault tree analysis

Event tree analysis

Safety integrity level (SIL) analysis for safety related systems
System compliance audit

RAM performance demonstration

Failure reporting and corrective action system

Where:

-

=
=
=

=|lol0o|C|Oo|0o|C|C
=lC|Cc|lc|lc|lc|Cc|c

=R ipel i el o i el N el Nl el el o
=k ||C|ClC|C|lC|C|C

=

FS = Feasibility Study, D = Design and configuration, C = Construction and installation, T&C = Testing &
commissioning, DLP = Defects liability period, A = Activity, | = Input to phase, O = Output from phase, U =
Updated during phase
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(iii) There shall be no single point failures
in the product that can result in hazards
categorized as unacceptable or undesirable.

Occurrence of credible single point failures
that can result in hazards must be detected
and the product must achieve a known safe
state that eliminates the possibility of false
activation of any physical appliance.

(iv) If one non-self-revealing failure
combined with a second failure can cause a
hazard that is categorized as unacceptable or
undesirable, then the second failure must be
detected and the product must achieve a
known safe state that eliminates the
possibility of false activation of any physical

appliance.
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FRACAS

* Failure Reporting And Corrective Actions
Systems



MIL-STD-1629 FMECA Mainly reliability but related to safety

MIL-STD-785D Reliability Program for Systems and Equipment
Development and Production

MIL-STD-217 Reliability Prediction(Electronic parts) Mainly reliability but related to safety

EN61025  [ian Safety & Reliability
EN 60300 Maintainability
MIL-HDBK-764 System Safety Design Guide for Army

MIL-STD-2155 FRACAS Reliability and Safety

|F335 LR i 88 |[EEE Standard for Software Documentation for Rail Software Quality Assurance
Equipment and Systems

IEEE Std 1012 - IEEE Standard for Software Verification and Software Quality Assurance
2004 Validation

EN 50159-1 Railway applications- Communication, signalling and

EN 50159-2 processing systems —

Part 1: Safety related communication in closed

transmission systems

Part 2: Safety related communication in open
transmission systems

Definitions of terms for Reliability and
Maintainability

Reliability Design Qualification and Production
Acceptance Tests: Exponential Distribution

IEC62290-1 Railway Application-Urban guided transport
IEC62290-2 management and command/control systems-

Part 1: System Principles and fundamental concepts
Part 2: Functional requirement specification

NPRD-91 Nonelectric Part Reliability Prediction Mainly reliability but related to safety

Failure Mode/Mechanism Distribution It’s just speaking a and its distribution from one
failure mode to another



